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You have the following disconnected process: [2]

Terminal Process name Image name
VTA52: RWOODS (none)
Connect to above listed process [YES]: NO
Welcome to OpenVMS on node WILLOW [3]

Last interactive login on Wednesday, 1-DEC-2001 10:20 [4]

Last non-interactive login on Monday, 30-NOV-2001 17:39 [5]

2 failures since last successful login [6]

You have 1 new mail message. [7]
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$ SHOW PROCESS/ALL

25-JUN-2001 15:23:18.08 User: GREG Process ID: 34200094
Node: ACCOUNTS Process name: "_TWA2:"

Terminal: TWA2 :

User Identifier: [DOC, GREG] [1]

Base priority: 4

Default file spec: WORK1l:[GREG.FISCAL_91]

Devices allocated: ACCOUNTSSTWAZ :

Process Quotas::
Process rights:

INTERACTIVE [2]
LOCAL [3]
SALES [4]
MINDCRIME resource [5]

System rights:
SYSSNODE_ACCOUNTS [6]

000 SHOWPROCESSODODOODOOODOOODOO 300oDoOooDoOoOOd
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000000000000 00000O"Event information"( "Matching ACE"[
000 "Status" 00O OO0

Message from user AUDITSSERVER on FNORD
Security alarm

(SECURITY) and security audit (SECURITY) on ACCOUNTS,
system id: 19662
Auditable event:

Object deletion
Event information: file deletion

request (IOS$_DELETE)

Event time: 24-APR-2001 13:17:24.59
PID:
34200094

Process name: _TWAZ2:
Username:

GREG
Process owner: [DOC, GREG]
Terminal
name : TWA2 :
Image name: DSA2264: [SYS51.SYSCOMMON. ] [SYSEXE]DELETE . EXE
Object
class name: FILE
Object owner: [SYSTEM]
Object
protection: SYSTEM: RWEDC, OWNER:RWEDC, GROUP:RE, WORLD:RE
File
name: _DSA2200: [GREG]93_FORECAST.DAT; 1
File ID:
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Access requested: DELETE

Matching

ACE: (IDENTIFIER=MINDCRIME, ACCESS=NONE)
Sequence

key: 00008Aa41

Status: $SYSTEM-F-NOPRIV,

no privilege for
attempted operation
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$ SHOW PROCESS/PRIVILEGE
8-0CT-2001 16:58:58.77

User: PUTERMAN Process ID: 27E00496
Node:
FNORD Process name: "Hobbit"Authorized privileges:
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04-3: 000000O0O0OODDOOOOO

A request is
made for a
type of access
to an object.

Is there a

matching Identifier No
ACE (with no default
option) ?

Check for an
Identifier ACE.

Does the
ACE grant the
requester the

Are there
any ldentifier
ACEs in the object's
ACL?

Grant access;
gotoll.

Grant access;
goto Il

VM-0999A-Al
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Check the
protection code. <

Is the

requester's
UIC the same
as the object’s

owner identifier?

Does the
owner field in
the protection code
grant the requested
access?

Yes | Grant access;
goto Il.

Does the
world field in
the protection code
grant the requested
access?

Yes | Grant access;
goto Il.

Does the
object’s owner

have a UIC
identifier?

Is the
requester
in the same
group as the
object’s
owner?

Does the

group field in
the protection code
grant the requested
access?

Grant access;
goto Il.

ZK2039.2GE

obooooboao
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Does the
requester have
the GRPPRV
privilege?

Is the
requester
entitled to system
access?

Check for
access through
the system field. <

Does the

system field in .
the protection code Grant access;
grant the requested gotoll-

access?

Does the

requester have Deny access;
the READALL go to Il-
privilege?

Did the

requerset:é want Grant access;
access to the gotoll-
object?

Check for BYPASS or
READALL privileges. <

Does the
requester have Grant access;
the BYPASS gotoll-
privilege?
Deny access;
goto Il
N ZK2039.3G E
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Check for
access through <
the owner field.

Is the
requester's
UIC the same
as the object’s
owner identifier?

Does the
owner field in
the protection code
grant the requested
access?

Does the
object’s owner

have a UIC
identifier?

Is the
requester
in the same
group as the
object’s
owner?

Does the
requester have
the GRPPRV
privilege?

Is the
requester
entitled to system
access?

Does the

system field in
the protection code
grant the requested
access?

ZK2039.4GE

Grant access;
goto Il

Grant access;
go to ll-

obooooboao
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-

Has the
user been
granted access?

Does the
object have an
access override?

Yes |Access granted;
exit.

Access denied;

Check for any exit.

classspecific
access method. <

Does the
override grant
access?

Access denied;
exit.

Access granted;
exit.

ZK2039.5GE
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Owner: [SYSTEM]

Protection: (System: RWPL, Owner: RWPL, Group, World)

Access Control List:
(IDENTIFIER=WRITERS, ACCESS=READ+WRITE)
(IDENTIFIER=TRADERS, ACCESS=WRITE)
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